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Online Safety Policy
(including Staff and Students’ Computer Acceptable Use Agreements)

This Policy should be read in conjunction with other School policies (all available on the School’s website),
particularly Preventing Radicalisation & Extremism, Safeguarding (Child Protection), Positive Mental Health,
Anti-Bullying, Staff Code of Conduct, Allegations of Abuse Against Staff, Whistleblowing, Behaviour, School
Suspension and Exclusion, PSHCE, Relationships & Sex Education, Photography, Data Protection and
Computer Acceptable Use (see appendix to this policy). It has been devised in accordance with the following
legislation and national guidance: Keeping Children Safe in Education (KCSIE), DfE 2024; Working Together to
Safeguard Children, DfE 2023; Education For A Connected World (UKCCIS); The Counter-Terrorism & Security
Act 2015, ‘Prevent Duty Guidance: for England & Wales’, HM Government 2023; Information Sharing: Advice
for practitioners, DfE 2024; UK Council for Child Internet Safety (UKCCIS) Online safety in schools and colleges:
‘Questions from the Governing Board’, ‘Sexting in schools and colleges’; 'Teaching online safety in school’ (DfE,
Jan 2023), Education for a Connected World Framework (UKCIS, 2020) and DfE guidance on Meeting digital and
technology standards in schools and colleges. National Cyber-Security updates are also a vital source of

information and guidance, such as https://www.jcq.org.uk/dfe-and-national-cyber-security-centre-
ransomware-update/.

1. Rationale

ICT is a vital part of teaching and learning and is a crucial tool for staff and students alike. It also has an integral
role in the School’s management information and administration systems and also applies to the other devices
used in school by students and staff such as school laptops, iPads and Chromebooks. Access to the Internet is
an essential tool for all staff and a privilege for students. Online safety can be defined as the safe and responsible
use of technology. This includes the use of the Internet, and also other means of communication using electronic
media (eg text messages, gaming devices, online platforms such as Instagram and TikTok, email etc).

Included in Online Safety is online safeguarding, and this is an area that is constantly evolving.

The two overriding purposes of this policy are:
e To enable the whole School community to stay as safe and risk free as possible
e Toensure risks are identified, assessed and mitigated (where possible) in order to reduce the possibility
of harm to a student or liability to the School.

The Online Safety policy is also important in School in order to:
e ensure thereis a clear and consistent approach responding to incidents
e ensure that every person responsible for students is aware of his/her responsibilities
e set boundaries of use of any School-owned ICT equipment, or personal IT equipment used at HBS, and
to set the boundaries of services such as social networking (e.g. Twitter).

2. Terminology and Scope
For clarity, the Online Safety Policy uses the following terms unless otherwise stated:
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Users - refers to teaching and support staff, governors, students and any other person working in or on behalf

of the School, including contractors who use any of the School’s ICT equipment or facilities.
Parent — any adult with a legal responsibility for the student outside of School e.g. parent, guardian, carer.
School —includes any School business or activity conducted on or off the School site, e.g. visits, school trips etc.

Wider school community — students, all staff, members of the governing body, parents.

Online safety can be categorised into four areas of risk:

e content: being exposed to illegal, inappropriate or harmful content, for example: pornography, fake news,

racism, misogyny, self-harm, suicide, anti-Semitism, Islamophobia, radicalisation and extremism.

® contact: being subjected to harmful online interaction with other users; for example: peer to peer pressure,
commercial advertising and adults posing as children or young adults with the intention to groom or exploit
them for sexual, criminal, financial or other purposes.

¢ conduct: personal online behaviour that increases the likelihood of, or causes, harm, for example: making,

sending and receiving explicitimages (e.g. consensual and non-consensual sharing of nudes and semi-nudes
and/or pornography, sharing other explicit images) and online bullying; and

® commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams.

3. Policy Governance (Roles & Responsibilities)

The Head has overall responsibility for online safety within the School. The day-to-day management of this

will be delegated to other members of staff as indicated below.

The Head will ensure that:

Online safety training and information throughout the School is planned and up to date and appropriate
to the recipient, i.e. students, staff, governors, parents

The Designated Safeguarding Lead (the DSL) and IT Manager have had appropriate training in order to
undertake the day-to-day duties needed to ensure online safety

All online safety incidents are dealt with promptly and appropriately.

The Deputy Head is responsible for ensuring that:

Computing and online safety is delivered as part of the curriculum across all subjects where relevant.

The DSL (the Assistant Head (Pastoral and Personal Development)) will:

Take lead responsibility for online safety and safeguarding

Be the first point of contact for all online safety-related incidents

Liaise with the IT Manager and/or Heads of Year/Key Stage to follow up any online safety issues
Support Heads of Year/Key Stage and the Head of PSHCE in delivering online safety awareness material
within the tutorial and/or assembly programme, and ensure it is embedded within the PSHCE
Programme

Keep up to date with the latest risks to children whilst using technology; be familiar with the latest
research and available resources for School and home use

Discuss with, and advise, the Head on relevant online safety matters

Engage with parents and the School community on online safety matters at School and/or at home
Respond to any online safety incidents and follow local safeguarding guidance

Liaise with the local authority, ICT technical support and other agencies as required

Liaise with the IT Manager to ensure any technical online safety measures in School (e.g. Internet
filtering and monitoring software, and behaviour management software) are fit for purpose and that
the School meets the filtering and monitoring standards published by the DfE.



https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

The IT Manager is responsible for ensuring that:
e TheICT technical infrastructure is maintained; this will include as a minimum ensuring that:
o Anti-virus protection is fit-for-purpose, up to date and applied to all capable devices
o All operating systems/system updates are regularly monitored and devices updated as appropriate
o Any online safety measures such as Internet filtering and monitoring are operating correctly and
meet the filtering and monitoring standards published by the DfE

o Filtering levels are applied appropriately and according to the age of the user; that categories of
use are discussed and agreed with the DSL
Passwords are required for all users
For security reasons, the IT System Administrator account is to be used only for the purposes of
system administration rather than day-to-day tasks. Third parties (i.e. engineers, contractors)
requiring this level of access shall be provided with a separate account with appropriate privileges
unless administrator access is absolutely necessary. This account shall then be removed or disabled
on completion of said task at the IT Manager's discretion

o The primary server is properly functioning except during maintenance or rebooting, including
school holiday periods

o Any personal data or software is removed from the PC/laptop if the individual is not authorised to
receive the data

o Careistaken to avoid infringing software and data copyright and licensing restrictions by supplying
unlicensed copies of software inadvertently

o The requirements of the Waste from Electronic and Electrical Equipment (WEEE) Directive are
observed.

Teaching and support staff will ensure that:

e They read and understand online safety information within the Staff Handbook and attend Staff
Training as required, and agree to the Computer, Network and Internet Acceptable Usage Policy for
Staff (Appendix A). Any deviation or misuse of ICT equipment or services will be dealt with in accordance
with the Staff Conduct Policy. (All new staff receive online safety training as part of their induction
programme; online safety is included in the annual Safeguarding Training given to all staff and
additional training is provided as required.)

e All actions must comply with the legislation, including the Data Protection Act 2018, Computer Misuse
Act 1990 and Copyright, Designs and Patents Act 1988

e Any online safety incident is reported to the DSL or, in their absence, to the Head. In exceptional
circumstances, an online safety incident may be reported directly to the Chair of Governors.

e Suspected or actual breaches of information or ICT security must be reported to the IT Manager, who
will report immediately to the Head.

For students, the use of ICT equipment and services in School is a privilege and not a right. Before they are
permitted access, students will:
e At the start of their time at the School, read and make sure they understand the Computer, Network
and Internet Acceptable Usage Policy for Students (Appendix B),
e Understand that any deviation or misuse of ICT equipment or services will be dealt with in accordance
with the School’s Behaviour Policy.
Online safety is embedded into the curriculum. In particular, students will be given the appropriate advice and
guidance by staff and, where appropriate (supervised), by older students, as part of the curriculum in Computing
and PSHCE. Similarly all students will be made aware of how they can report areas of concern whilst at School
oroutside of School. The online safety curriculumincludes material about: online self-image and identity; online
relationships; online bullying; online reputation; managing online information; privacy and security.


https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

Parents play the most important role in the development of their children; as such the School will use its best
endeavours to keep parents up to date with new and emerging online safety risks, through information
evenings, newsletters and/or information on the School’s website and will involve parents in strategies to ensure
that students are made aware of such risks and that students are empowered to manage online safety risks
appropriately. Parents must also understand that the School needs to have rules in place to ensure that their
child can be properly safeguarded. The Computer, Network and Internet Acceptable Usage Policy for Students
(Appendix B) is sent out to parents before their children join the School and parents are asked to confirm that
they and their children have read, understood and agree to it.

4. Technology
The School uses a range of devices including PCs, Macs, laptops, iPads and Chromebooks. In order to
safeguard students and also to prevent loss of personal data the School employs the following technology:

(i) Internet Filtering prevents unauthorised access to illegal websites. It also prevents access to inappropriate
websites. In determining what is “inappropriate”, the School meets the filtering and monitoring standards

published by the DfE and this will be reviewed in line with this Policy or in response to an incident, whichever is
sooner. Internet filtering is currently provided to the school by LGFL.

(ii) Effective monitoring is in place to help protect students from potentially harmful and inappropriate
activities. The IT Manager (in conjunction with the School’s Internet provider) is responsible for ensuring that
the technology for filtering and monitoring is appropriate. The DSL receives reports and alerts from the
monitoring technology and these are followed up in accordance with the School’s safeguarding procedures.
Internet monitoring is currently provided to the school by LGFL, who ensure that any potential Safeguarding
issues are brought to the attention of the DSL/Deputy DSL for investigation.

(iii) Email Filtering - software that prevents any infected email being sent or received by the School. Infected is
defined as an email that contains a virus or script (i.e. malware) that could be damaging or destructive to data;
spam email such as a phishing message.

(iv) Passwords — all staff and students must access any device using their unique username and a password. All
School devices that hold personal data (as defined by the Data Protection Act 1998) will be password protected.
No data is to leave the School on an unprotected device; all devices that are kept on School property and which
may contain personal data are protected. Any breach (i.e. loss/theft of device such as laptop, USB drives, mark
books, SIMS (School Information Management System access from home) is to be brought to the attention of
the Data Protection Officer (DPO)immediately, who will inform the Network Manager and Head. The DPO /IT
Manager will liaise to ascertain whether a report needs to be made to the Information Commissioner’s Office.
Please refer to the school’s Data Protection and Privacy Policy for more detail.

(v) Anti-Virus — All School devices will have anti-virus software. The same anti-virus software is used
throughout all School owned devices.

5. Teaching Online Safety in School
The school follows current best practice in teaching online safety in many areas of the curriculum. The DfE's
‘Teaching Online Safety in School’ (updated January 2023) offers helpful guidance about how students can be
taught what positive, healthy and respectful online relationships look like. The guidance includes the following
underpinning knowledge and behaviours:

e How to evaluate what they see online


https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

e How to recognise techniques used for persuasion
e Online behaviour

e How to identify online risks

e How and when to seek support

It is important to communicate the potential harms in a safe and beneficial way, so that students remain
respectfully cautious and not fearful. Potential harms covered in the guidance include:

e Age restrictions

e Content: How it can be used and shared

e Disinformation, misinformation, malinformation and hoaxes

o Fake websites and scam emails

e Fraud (online)

e Password phishing

e Personal data

e Persuasive design which keeps 'users online for longer than they might have planned or desired'

e Privacy settings

e Targeting of online content

e Abuse (online)

e Online radicalisation

¢ Challenges [to do something and post about it]

e Content which incites...hate, violence

e Fake profiles

e Grooming

e Live streaming

e Pornography

e Unsafe communication

e Impact on confidence (including body confidence)

e Impact on quality of life, physical and mental health and relationships

e Online vs. offline behaviours

e Reputational damage

e Suicide, self-harm and eating disorders

The Guidance comments that when teaching about these safeqguarding topics (and others), staff should be
mindful that there may be a young person in the lesson who is or has been affected by these harms. During or
after a lesson, a student may be prompted to disclose about something that may have taken place online.

The guidance says that it is good practice to consult the DSL when considering and planning any safeguarding
related lessons or activities (including online) as they will be best placed to reflect and advise on any known

safequarding cases, and how to support any students who may be especially impacted by a lesson.

‘Teaching Online Safety in School’ should be read in conjunction with ‘Education for a Connected World

Framework’ which offers age specific advice about the online knowledge and skills that students should have
the opportunity to develop at different stages of their lives.'

The ‘Teaching Online Safety in School’ guidance emphasises the need for a whole school approach so that it is
embedded in everything the school does including:

e Creating a culture that incorporates the principles of online safety across all elements of school life

e Proactively engaging staff, students and parents/carers


https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools#teaching-about-harms-and-risks
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/education-for-a-connected-world

e Reviewing and maintaining the online safety principles
e Embedding the online safety principles
e Modelling the online safety principles consistently

6. Mobile phones and other BYODs (Bring Your Own Devices)

School use of mobile devices, including laptops, tablets and mobile phones is becoming more commonplace.
Whilst these can provide a flexible solution and offer a range of exciting opportunities to extend children’s
learning, their use poses challenges in terms of online safety. Many of these devices integrate functionality to
take images, access the Internet and engage users in various methods of external communication.

It is to be recognised that it is the enhanced functions of many handheld devices that will give the most cause
for concern and which should be considered the most susceptible to potential misuse. Examples of misuse
include the taking and distribution of indecent or inappropriate images, exploitation and bullying.

Mobile phones and handheld devices can also cause an unnecessary distraction during the working day and are
often to be considered intrusive when used in the company of others.

It must be understood that should handheld devices be misused, there may be a negative impact on an
individual’s safety, dignity, privacy and right to confidentiality. Such concerns are not to be considered exclusive

to children and young people, so the needs and vulnerabilities of all must be respected and protected.

For these reasons, and informed by recent government guidance (see Mobile phones in schools (Feb 2024), the

School is a predominantly ‘mobile free’ school. This means that:

e Students are required to ensure any mobile phones remain switched off and in their school bags or
lockers for the entirety of the school day, from when they enter the school building to when they leave.

e Asan exception and a privilege, sixth form students are allowed to use their mobile phones in the ‘loft'.
Sixth formers who require their phones to access work while studying will use the workspaces in the
‘loft’ rather than the library.

e There may be individual exceptions to this, for example when a teacher permits students to access their
phones as part of an approved and directed activity with consent from a member of staff, but this will
be supervised.

e Students are permitted to bring their own laptops or tablets, in order to study in the library.

Mobile or electronic devices (including watches with online access) are not allowed in examination rooms.

All students must ensure that files stored on their phones or other electronic devices do not contain violent,
degrading or pornographic images. The transmission of some information is a criminal offence. Students who
are found to be in breach of this rule can expect to have their device confiscated; it will be returned to their
parents or passed to relevant external agencies.

In relation to the circumstances in which staff are permitted to search a student and/or their possessions,
confiscate such items and/or examine them (including data or files on an electronic device), the School adheres
to the DfE’s non-statutory guidance Searching, Screening and Confiscation: Advice for schools (January 2022).

7- School’s website

The Head takes overall responsibility to ensure that the website content is accurate and that it is compliant
with statutory DfE requirements. On a day-to-day basis this is overseen by the member of staff with
responsibility for the School’s website/social media.


https://assets.publishing.service.gov.uk/media/65cf5f2a4239310011b7b916/Mobile_phones_in_schools_guidance.pdf
https://www.gov.uk/government/publications/searching-screening-and-confiscation

8. Social Media
All staff are instructed to always keep professional and private communication separate.

School staff will ensure that in private use:

e No reference should be made in social media to students, parents/carers or School staff

e They are not online friends with any student

e They do not engage in online discussion on personal matters relating to members of the School
community

e Personal opinions must not be attributed to the School and personal opinions must not compromise the
professional role of the staff member, nor bring the School into disrepute

e Security settings on personal social media profiles are regularly checked to minimise risk of loss of
personal information.

Students:
e Are taught about social networking, acceptable behaviours and how to report misuse, intimidation or
abuse through our online safety curriculum
e Students are required to follow our Acceptable Use Agreement (Appendix B).

Parents:
e Parents are reminded about social networking risks and protocols through our Acceptable Use
Agreement and additional communications materials when required.

9. Digital images and video
At HBS:

e Permission for use of digital photographs or video is obtained in accordance with the School’s
Data Protection policy. The School blocks/filters access to social networking sites unless there is a

specific approved educational purpose;

e Students are taught about how images can be manipulated in their online safety education programme
as part of the PSHCE curriculum and also taught to consider how to publish for a wide range of audiences;

e Students are advised to be very careful about placing any personal photos on any ‘social’ online network
space. They are taught to understand the need to maintain privacy settings so as not to make public,
personal information.

e Students are taught that they should not post images or videos of others without their permission. They
are taught the risks associated with providing information with images (including the name of the file),
that reveals the identity of others and their location. They are taught the need to keep their data secure
and what to do if they are subject to bullying or abuse.

e Students are taught that everyone in the School community must be treated with courtesy, respect,
kindness and good manners. Bullying, cyberbullying, harassment, child-on-child abuse (which includes
sexual violence and harassment), abusive language, intolerance of cultural, religious, social or any other
difference, any form of racism, or other such forms of unpleasantness are completely unacceptable and
will not be tolerated in our community. This includes conduct in person, in School, in writing and any
online communication, whether public or private. This is clearly stated in the school's Behaviour Policy
which is clear that students must adhere to the Code of Conduct online as well as in face-to-face or any
other in person or written communication.

e Students must not communicate online in any way that will bring a member of the school community
(past, present or future) into disrepute or that will bring the School itself into disrepute. This includes



sending messages, posting photographs, videos or memes to an individual or a private group or on any
kind of public platform. This is reiterated in the School Suspension and Exclusion Policy.

10. Online Safety Incidents: breaches of information or ICT security
All suspected or actual breaches of information or ICT security, including detection of computer viruses, must
be reported to the IT Manager, who will inform the Head, immediately.

Review & Update:
This policy will be reviewed annually. It was updated in May 2025.

See Appendices below:

Appendix A: Computer, Network and Internet Acceptable Usage Policy for Staff

Appendix B: Computer, Network and Internet Acceptable Usage Policy for Students

Appendix C: Guidance on appropriate ways of working online, which is applicable when remote learning is
taking place (eg during a pandemic) and at other times.



Appendix A
Computer, Network and Internet Acceptable Usage Policy for Staff

Please note that this forms part of the School’s Online Safety policy, which can be found on the School’s website
and was last reviewed in May 2025

General Guidance and Key Principles

Each member of staff has a responsibility for helping to ensure that all members of the school community are
kept as safe as possible when using technology. Staff must, therefore, understand that their own behaviour
should set an example and must not do anything that could lead to the School suffering a loss of reputation.

Staff must ensure that they are sufficiently aware of the issues around online safety, including cyber bullying,
to be able to make a judgement about whether any activity they are planning or participating in involves any
risks. If they feel the need for further training or advice, or help with identifying any risks, they will raise this with
the DSL (the Assistant Head (Pastoral and Personal Development) Data Protection Officer (DPO) and/or Head
or IT Manager.

If a member of staff becomes aware of any safeguarding incident involving technology, they will report it using
the normal safeguarding procedures, as set out in the School’s Safeguarding Policy.

Staff must understand that the School IT systems are primarily intended for School-related use. Access to all
computer resources is a privilege and that access requires responsibility and adherence to the School’s values
and this Acceptable Usage Policy. Staff should limit their personal use to appropriate times and purposes. Staff
must not use either the School’s or their own technology in ways that put the School’s systems at risk, prevent
other users from legitimately making use of them, or bring the School into disrepute.

This guidance relates to the use of school systems both in and outside of school and includes (but is not limited
to) school computers and connected equipment, network devices and infrastructure, remote access systems,
school e-mail systems, and any other system used for School related work.

If a member of staff breaches this Acceptable Usage Policy then penalties will be enforced to protect the school,
students and computer systems. All computer usage and websites visited are logged and this information will
be used if ever required.

Specific Guidance

Technology changes rapidly and it is not possible to document every use or expected behaviour. For that
reason, it is essential that staff are able to apply the principles of the School’s Online Safety policy to new
situations. Within the key principles set out above, as a minimum, the School expects the following
commitments:

Personal Use and Professional Reputation

Members of staff must not communicate with students except through official systems (such as School email)
and, in particular, will not become their ‘friends’ on social networking sites such as Facebook or, connect with
them via social media such as WhatsApp or Snapchat.



Members of staff must separate personal and educational use of social media tools (for example Twitter). Staff
must understand that, for their protection and that of others, the School may monitor and record staff use of IT
systems.

Communication

Email is an important part of today’s communications systems. Use of the installed systems/connections is for
legitimate work related/education purposes only and is encouraged to improve the quality of work, operational
matters, education and development.

Members of staff must take care when writing emails or other messages. Due to the sometimes more informal
nature of email, texts etc., it is easy to forget that it is a permanent form of written communication and that
material can be retrieved even when it is deleted from a computer or other device that has been used.

Members of staff must not open any attachments to emails, unless they are from a known/trusted
person/organisation, due to the risk of the attachment containing viruses, other harmful programs or
inappropriate content.

If material in an email or other message is thought to be offensive, harmful or defamatory members of staff
must alert the DSL (the Assistant Head (Pastoral and Personal Development)) immediately.

Content

Members of staff must not try to upload, download or access any materials which are illegal or inappropriate or
may cause harm or distress to others, nor will they try to use any programs or software that might allow them
to bypass the filtering/security systems in place to prevent access to such materials.

Members of staff must ensure that they check any online materials or websites that they intend to use with
students in advance of the lesson to ensure that they are appropriate and accessible from School systems.

Members of staff mustimmediately report any unpleasant or inappropriate material or messages, anything that
makes them feel uncomfortable when they see it on-line, or anything that they believe poses a risk to a member
of the School community.

Where work is protected by copyright, members of staff must not try to download copies (including music and
videos) unless they have the permission of the copyright owner, either directly or within the terms of a school
licence.

Data Protection

Staff must ensure that they do not leave a computer logged on after use or leave a computer logged on
unattended. They must not upload or send any personal information about staff or students unless satisfied
that they are meeting the requirements of the Data Protection Act.

Security and Health & Safety

The security of software programs and data is most important. Staff must immediately report any damage or
faults involving equipment or software, however this may have happened. All files/disks/storage devices must
be virus checked by the IT Department. If a member of staff suspects that a virus is present on any piece of
equipment they must report it immediately to the IT Department.



Staff must not install or attempt to install programs of any type on a machine, store programs on a computer,
or alter computer settings. All software must be authorised by the IT Manager.

Staff must comply with Health & Safety Executive (HSE) guidelines on the use of VDUs, keyboards and work
stations. They must take every reasonable measure to ensure that school equipment is not lost, stolen or
damaged.

Artificial Intelligence (Al)

Artificial Intellligence (Al) tools are now widespread and easy to access. Staff may be familiar with generative
chatbots such as ChatGPT and Google Bard. The school recognizes that Al has many uses to help pupils learn,
to help teachers teach and to cut workload. However, Al also poses a risk to sensitive and personal data and to
the authenticity, accuracy and reliability of work.

Staff are responsible for ensuring that any work they complete through Al meets the highest standards of
accuracy and ethics and does not compromise the security or standards of the school.

To ensure that personal and sensitive data remains secure, no one is permitted to enter school-held personal
data into unauthorized Al tools. If this were to happen, the data breach procedure set out in the school’s data
Protection and Privacy policy would be followed and the matter could be referred to the Staff Disciplinary Policy.

Staff should ensure they are complying fully with the school’s Data Protection & Privacy Policy when
handling school data electronically.

Agreement

By signing the Safeguarding/Handbook recipient list, staff confirm that they have read, understood and agree
with the Computer, Network and Internet Acceptable Usage Policy for Staff. Breaching this policy may result in
further action under the terms of the Staff Code of Conduct.



Appendix B
Computer, Network and Internet Acceptable Usage Policy for Students

Please note that this forms part of the School’s Online Safety policy, which can be found on the School’s website
and was last reviewed in May 2025.

General Guidance

Students are responsible for good behaviour when using the school’s computer resources, when communicating
with other members of the School community and when communicating with those outside of the School
community in a manner that could be seen to be representing the School, This relates to the use of school
systems both in and outside of School and includes (but is not limited to) school computers and connected
equipment, network devices and infrastructure, remote access systems, school e-mail systems, and any other
system used for studies as directed by the supervising teacher.

The Internet is provided for students to conduct research in support of their studies. E-mail is provided to
communicate with others, as determined by the supervising teacher. Access to all computer resources is a
privilege and that access requires responsibility and adherence to the school’s values and this Acceptable Usage
Policy.

If a student breaches this Acceptable Usage Policy, then penalties will be enforced to protect the school,
students and computer systems.

Monitoring software is in place on all school devices to which students have access; alerts and reports related to
potentially inappropriate, illegal or harmful online activities on such devices are sent to the DSL and are followed
up in accordance with the School’s safeguarding procedures. All computer usage and websites visited are
logged and this information will be used if ever required.

In addition, students are expected to behave online with courtesy, respect, kindness and good manners.
Bullying, harassment, child-on-child abuse (which includes sexual violence and harassment), abusive language,
intolerance of cultural, religious, social or any other difference, any form of racism, or other such forms of
unpleasantness are completely unacceptable and will not be tolerated in our community. This includes whether
students are using school IT equipment or their own and if they are doing so in school or out of school at any
time.

Specific Guidance
Access and User Accounts

e Access must only be made via the user’s authorised account name and password, which should not be
revealed to any other person. If a student believes that security of their password has been
compromised, they must inform a member of IT Support immediately.

e A student must not pose as someone else when asking to for account information or to change their
password.

e Astudent must not trespass in another user’s work folder or attempt to gain access to resources they
are not authorised to see or make use of.

e Students must log out after every network session and not lock their workstations. Failure to log out
could result in unsaved work being lost and/or another person accessing the account.

e Students must only store school-related files in their document folder.



Damage and Incorrect Use

E-Mail

Damaging, or attempting to damage or hinder the correct operation of a computer or any other device
is forbidden.

The security of the computer systems must not be compromised.

Uploading and downloading of software and installing or attempting to install a program of any type, is
not permitted.

Students are not allowed to store executables and system utilities in user areas or bring in/run these files
from removable storage devices.

Using the network to access, download, send or print inappropriate material such as pornographic,
racist, sexist or offensive material (any type of non-educational related material) is strictly forbidden.

Students are responsible for all e-mails they send and for contacts made which may result in an e-mail
being received.

When using e-mail to communicate with a student, member of staff or outside organisation from a
school computer (if authorised by your supervising teacher) the school e-mail system must be used. The
use of personal e-mail accounts in these situations is not allowed.

Students should not communicate with members of staff on social networking sites such as Facebook
or, connect with them via social media such as WhatsApp or Snapchat.

A student must not pass on any of their personal details such as address or telephone number.

It is the responsibility of the student to notify their supervising teacher or member of IT Support should
they inadvertently open an e-mail containing inappropriate material or a computer virus.

Using e-mail to harass, insult or attack others or to send offensive or inappropriate messages or pictures
is strictly forbidden.

Students are expected to adhere to the School’s guidance on appropriate use of email.

Internet

All Internet activity must be for study purposes only unless otherwise authorised/supervised. Students
are expected to respect the work and ownership rights of people outside the school as well as students
and staff.

Students must not intentionally visit sites that attempt to bypass the school filtering system.

The use of chat rooms or any other instant messaging site or posting offensive messages in forums is
strictly forbidden.

It is the responsibility of the student to notify their supervising teacher or member of IT Support should
they inadvertently access a website containing inappropriate material or a computer virus.

Playing games/quizzes is prohibited at all times unless authorised by the supervising teacher.
Copyright laws must not be violated.

Plagiarising — representing as one’s own work, any materials obtained on the Internet, is not allowed.
When Internet sources are used in students’ work, the author, publisher and Web site must be
identified. This includes the use of material generated wholly or in part through use of artificial
intelligence.



Mobile and personally owned devices

e The Schoolis a predominantly ‘mobile free’ school. Students are required to ensure any mobile phones
remain switched off and in their school bags or lockers for the entirety of the school day, from when
they enter the school building to when they leave.

e Asan exception and a privilege, sixth form students are allowed to use their mobile phones in the ‘loft’.

e There may be individual exceptions to this, for example when a teacher permits students to access their
phones as part of an approved and directed activity with consent from a member of staff, but this will
be supervised.

e Key Stage 5 students have been provided with managed and filtered Internet access for personally
owned devices in the Main Building Library space to be used to aid their studies. However, Sixth formers
who require their phones to access work while studying will use the workspaces in the ‘loft’ rather than
the library.

e All students must ensure that files stored on their phones do not contain violent, degrading,
pornographic or other inappropriate images. The transmission of some information is a criminal
offence. Students who are found to be in breach of this rule can expect to have their phone confiscated;
it will be returned to their parents and/or passed to relevant external agencies.

e Staff are permitted to search a student and/or their possessions, confiscate such items and/or examine
them (including data or files on an electronic device) in accordance with the School’s Behaviour Policy
and DfE guidance (see above).

Artificial Intelligence (Al)

Artificial Intellligence (Al) tools are now widespread and easy to access. Pupils may be familiar with generative
chatbots such as ChatGPT and Google Bard. The school recognizes that Al has many uses to help pupils learn.
However, Al also poses a risk to sensitive and personal data and to the authenticity, accuracy and reliability of
student work and learning.

Students are responsible for ensuring that any work they complete is their own, is as accurate as possible and
is the result of their own learning. Al may be used for the completion of independent work where sanctioned
or recommended by a teacher but a student must never pass off work produced by someone else or by an Al
source as their own work. This is classed as plagiarism.

Agreement

This Appendix is provided in advance of a child joining the School and the parent/guardian is required to
confirm that they and their child have read, understood and agree with the Computer, Network and
Internet Acceptable Usage Policy for Students. The parent/guardian and their child understand that
breaching this policy will result in further action.



Appendix C

Guidance on appropriate ways of working online, which is applicable when remote learning is taking
place, for example during a pandemic, and at other times.

Please note that this forms part of the School’s Online Safety policy, which can be found on the School’s website
and was last reviewed in [June] 2025.

It has been developed to assist in maintaining and appropriately adapting the School’s online safeguarding roles
and responsibilities for remote learning. It will also reflect any updated advice from Barnet Safeguarding
Children Partnership and from the Local Authority in relation to online safety and Prevent duties. Details of the
Prevent radicalisation and community safety guidance can be found at:
https://www.barnet.gov.uk/community/community-safety/radicalisation-and-prevent

Thebarnetscp.org.uk.

Key Online Safety and Prevent contacts

Role Name Contact details
Designated Safeguarding Mrs Claire Leek cleek@hbschool.org.uk
Lead (DSL) including Prevent

Lead

Data Protection Officer Ms Joanna Avey javey@hbschool.org.uk
Designated member of senior | Mrs Mandy Watts mwatts@hbschool.org.uk

leadership team if DSL (and
Deputies) cannot be on site

Link Governor for Child Mrs Lisa Coffman Icoffman@hbschool.org.uk
Protection, online safety,
Prevent

Note: Contact details for all other key safequarding agencies are as referenced in our Safeguarding and
Preventing Extremism and Radicalisation policies. This includes Barnet MASH, for students displaying
concerning behaviour and Due Diligence and Counter Extremism Division of the DfE for concerns about staff.

Barnet Multi-agency Safeguarding Hub: 020 8359 4066; mash@barnet.gov.uk
DfE Counter Extremism Division: helpline (020 7340 7264) and report system (https://report-
extremism.education.gov.uk/)

National Anti-Terrorist Hotline: 0800 789 321
Please use this Online Tool for Reporting Terrorist or Extremist Use of the Internet.

Reporting Harmful or upsetting content:
e reporting harmful online content to the UK Safer Internet Centre

e getting government advice and trusted resources from Educate Against Hate on safeguarding from

radicalisation, building resilience to extremism, and promoting shared values

Personal data and our duty under GDPR


https://www.barnet.gov.uk/community/community-safety/radicalisation-and-prevent
mailto:mash@barnet.gov.uk
https://report-extremism.education.gov.uk/
https://report-extremism.education.gov.uk/
https://www.gov.uk/report-terrorism
https://reportharmfulcontent.com/
https://educateagainsthate.com/

The School’s Data Protection Policy remains in operation and can be found on the School’s website. During a
period of remote learning and working it is even more important that we consider how safely personal data is
being shared. The School will ensure that:

e access to data systems is provided, to staff who need access, securely.

o staff will be careful when sharing personal data for access to online resources.

e contact details for themselves or others will be shared only when necessary to relevant staff/agencies.

Safeguarding
At times staff may be working remotely with students and this can be challenging. The overarching
responsibly to safeguard students both in school and working online at home will remain paramount. This will
include continuing to follow these important safeguarding principles:
e The best interests of children must always continue to come first
e Ifanyone has a safeguarding concern about any child, they must act on itimmediately and report to
the DSL
e Students should continue to be protected when they are online.
e Online advice and guidance will be shared with parents who are caring for children at home.
e Safe practice guidelines will be followed for virtual classrooms and videoconferencing.
e Ensure, wherever possible, students being educated at home are aware of the enhanced online risks
eg risk of conspiracy theories, fake news and extremist groups.
e Promote and monitor good online behaviour
e Ensure that students have access to pastoral support
e Reportall concerns to the DSL

Further advice and guidance on Prevent in Barnet can be obtained from:
Prevent Education Officer: liam.foote@barnet.gov.uk
Prevent Coordinator perryn.jasper@barnet.gov.uk or barnetcst@barnet.gov.uk

Bullying or abuse online

Any abusive behaviour will not be tolerated, this includes online bullying and any abusive, racist or derogatory
comments made online. Also see the School’s Safeqguarding and Anti Bullying Policies, available on the School’s
website.

Other sources of advice and information can be found as follows:
e advice on reporting online abuse from the National Crime Agency’s Child Exploitation and Online
Protection command
e advice and support from Anti-Bullying Alliance for children who are being bullied
e Schools can access the free Professionals Online Safety Helpline which supports the online safeguarding
of both children and professionals. Call 0344 381 4772 or email helpline@saferinternet.org.uk. The
helpline is open from Monday to Friday from 10am to 4pm.
All concerns should be reported following normal procedures.

Online safety in school
The School will continue to have appropriate filtering and monitoring systems in place in school. Where students
are using computers in school, appropriate supervision will be in place.

Online safety when working remotely
Where staff are interacting with children online, they will continue to follow our existing Staff Code of Conduct
and other relevant policies. All staff who interact with children, including online, will continue to look out for


mailto:perryn.jasper@barnet.gov.uk
https://www.ceop.police.uk/safety-centre/
https://www.ceop.police.uk/safety-centre/
https://www.anti-bullyingalliance.org.uk/tools-information/if-youre-being-bullied
https://swgfl.org.uk/services/professionals-online-safety-helpline/#contact
mailto:helpline@saferinternet.org.uk

signs a child may be at risk. Any such concerns should be dealt with as the existing Safeguarding Policy directs.
Where appropriate, referrals will be made to children’s Multi-agency Safeguarding Hub and when required, the
police, as usual. Online teaching will follow the same principles as set out in the staff Code of Conduct Policy
and the Behaviour Policy. The School will ensure any use of online learning tools and systems is in line with
privacy and data protection/GDPR requirements.

Below are some things to consider when delivering virtual lessons, especially where webcams are involved:
e Where one to one communication is required, the student must have an appropriate adult present.
e Staff and students must wear suitable clothing, as should anyone else in the household.
e Any computers used should be in appropriate areas, for example, avoid bedrooms wherever possible
and use a neutral background (which should be blurred where the technology is available).
e The live class should be recorded so that if any issues were to arise, the video can be reviewed.
e Live classes should be kept to a reasonable length of time.
e Language must be professional and appropriate, including any family members in the background.
e Staff must only use communication systems provided by the School to communicate with learners.

e Staff should record, the length, time, date and attendance of any sessions held.

IT staff will be available remotely to help resolve issues, where possible. If they are unavailable, then help can
be sought from the School’s supporting network company.

See the rest of this Online Safety and Acceptable Use Policy and other School policies including Safeguarding,
Behaviour, Staff Code of Conduct, Prevent Policies, all available on the School’s website. Other sources of
advice:

o DfE advice on undertaking remote education safely

e UK Safer Internet Centre on remote education

Staff will continue to be alert to signs that a child may be at risk of harm online, and act on any concerns
immediately, following our normal reporting and record keeping procedures. Students know that they, too,
must report any concerns to a member of staff, and they will be signposted to other sources of support when
required.

Staff working safely
Safe practice guidelines will be followed for virtual classrooms and videoconferencing. This includes:
e Always at least two students and/or two staff for online classrooms
e One-to-one must have a parent/responsible adult present
e Wearing appropriate clothing
e Ensuring the background to the presentation is appropriate
e The platformis approved i.e. Google Suite, email etc, and never use a personal account. Use of
anything else must be approved by Senior Team.
e Report any breaches of data protection to the DPO (or as applicable)
e Document and report any calls to / from a parent etc.
e Report any cyber-attacks
e Report and document any incident in the teacher/a student’s house that was seen by students, and
any inappropriate behaviour of other adults online (e.g. in a student’s house)
e Not share personal information
e Use School email accounts (not personal ones)
e Use School devices over personal devices wherever possible


https://www.gov.uk/guidance/safeguarding-and-remote-education
https://swgfl.org.uk/resources/safe-remote-learning/

Working with parents and carers
The School will make sure parents and carers:
e Are aware of the potential risks to children online and the importance of staying safe online.
e Know what the School is asking students to do online, including what sites they will be using and who
they will be interacting with from School.
e Communicate within school hours as much as possible
e Communicate through the School channels approved by the Senior Team
e Know where else they can go for support to keep their children safe online.

This will be done by sharing information via parentmail and newsletters, following updates and advice
received from places such as:

Safer Internet Centre

DfE advice and guidance

London Grid for Learning
ThinkUKnow

Educate against Hate
Parentzone

Childnet



https://www.saferinternet.org.uk/blog/keeping-children-happy-and-safe-online-during-covid-19
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.lgfl.net/
https://www.ceopeducation.co.uk/
https://educateagainsthate.com/parents/
https://parentinfo.org/
https://www.childnet.com/parents-and-carers/parent-and-carer-toolkit

